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= Creating a Jini connector
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You had your first exposure to working with an MBean server by using the HTML
adapter you registered on the server. Previous chapters reminded you how JMX
uses protocol adapters and connectors to enable a JMX agent for use by the out-
side world.

You studied the overall agent architecture in chapter 1 and explored the
MBean server in greater detail in chapter 8. This chapter covers another compo-
nent of JMX agents: protocol adapters and connectors. In this chapter, we will
discuss two connectors that will enable you to distribute your agents across a net-
work using Java Remote Method Invocation (RMI) and the Jini network technol-
ogy. We will also spend some time discussing using TCP and Simple Network
Management Protocol (SNMP) to enable access to JMX agents.

By allowing clients of your agent to contact the agent from remote locations,
you greatly increase the agent’s usefulness. By using connectors and adapters,
you can collocate agents with managed resources and contact them from remote
locations. Thus you can use web browsers, hand-held devices, and so forth to stay
in contact with your managed resources.

As previously mentioned, such remote communication is particularly useful
in a monitoring context. You can install a JMX agent in a hosted application
environment and stay in communication with it over your network. This ability
lets you maintain reliable, real-time status. Figure 9.1 depicts this scenario; you
should recognize components of this figure from previous chapters.
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When discussing protocol adapters and connectors as means of exposing your
JMX agents to management tools, it is important to understand the differences
between them.

Comparing connectors and protocol adapters

Protocol adapters and connectors are very similar in that they serve the same
overall purpose: to open a JMX agent to managing entities. The difference
between them is how they go about it. Protocol adapters generally must listen for
incoming messages that are constructed in a particular protocol like HTTP or
SNMP. In this sense, protocol adapters are made up of only one component that
resides in the agent at all times.

Connectors, on the other hand, are made up of two components: one compo-
nent resides in the JMX agent, and the other is used by client-side applications.
Clients use the client-side connector component to contact the server-side com-
ponent and communicate with a JMX agent. In this manner, connectors hide the
actual protocol being used to contact the agent; the entire process happens
between the connector’s two components.

Connecting by using RMI

Recall from chapter 2’s discussion of Sun Microsystems’ JMX Reference Imple-
mentation (RI) that the RI includes a jmx folder and a contrib folder. The contrib
folder contains the RMI connector that you included in the JMXBookAgent from
chapter 3. This section is intended to make you more familiar with how the RMI
connector works. It is unsupported in the RI, but it is also contained in Sun
Microsystems’ commercial JMX product, the Java Dynamic Management Kit
(JDMK). (For more information about the JDMK, go to http://www.javasoft.com.)

Using the RMI connector

Figure 9.2 illustrates the components of the RMI connector. It is an MBean regis-
tered on an MBean server, just like the HTML adapter you have already used.
However, whereas you used a web browser previously to contact the HITML adapter,
the RMI connector comes with an RMI client.

You can use the RMI connector client to connect to the RMI server MBean
and invoke methods that correspond directly to methods on the MBean
server in which the MBean is registered. For example, after connecting to the
server with an RMI connector client rni Cli ent, you could invoke the method
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Figure 9.2 The components of the RMI connector included in the JMX RI from Sun
Microsystems. The RMI connector uses both a server object and a client object.

rni Client. get MBeanCount () to acquire the number of MBeans running on the
remote MBean server. You will find every method on the RMI client that you
would find in the MBeanSer ver interface.

Creating the RMI server MBean

The server portion of the RMI connector is contained in the Rmi Connect or Ser ver
class. To create the server, you need to perform the following three steps:

1 Create an instance of Rmi Connect or Ser ver using one of its four construc-
tors. The different constructors let you specify different values for the
server registration port and service name.

2 Register the connector and the MBean server.

3 Invoke the connector’s start() method. The start() method tells the
server to bind to an RMI registry and prepare itself to receive client calls.

Reexamining the JMXBookAgent class

When you created the JMXBookAgent class in chapter 3, you gave it a start RM -
Connect or () method that added the RMI connector MBean to the agent. How-
ever, in that chapter, we did not discuss what took place in code. Listing 9.1
shows the method again; let’s examine it.

protected void start RM Connector ()
{

Rmi Connect or Server connector = new Rmi Connector Server ();
Obj ect Name connector Name = nul | ;



9.2.3

Connecting by using RMI 191

try
{
connect or Name = new Cbj ect Nanme(

" JMXBookAgent : nane=RM Connector");
server.regi ster MBean( connector, connectorNanme );
connector.start();

}
cat ch(Exception e)
{
e.printStackTrace();

}

The JMXBookAgent class imports the com sun. j dnk. conm package in order to
obtain the Rmi Connect or Server class. It contains the classes contributed by Sun
Microsystems in Sun’s JMX RI.

The class uses the default constructor of the Rni Connect or Server class. The
constructor tells the server to use the default port and service name. However, as
mentioned previously, this is not the Rmi Connect or Server class’s only constructor.
Table 9.1 lists the constructors and their arguments.

Table 9.1 The constructors of the Rm Connect or Ser ver class

Constructor Description
Rm Connect or Ser ver () The default constructor
Rm Connect or Server( int port ) Specifies a new port for binding to an RMI registry
Rm Connect or Server( String nane) Specifies a name for the object registered on the
RMI registry
Rm Connect or Server( int port, Specifies both a new registry port and new remote
String nane) object name

By using one of the other constructors, you can control the RMI registry the
server will bind to, and you can change the name of the remote object that will
be registered on the registry.

Connecting to the RMI server

Now that we have examined a basic agent that uses an RMI connector, let’s look
at the RMI connector client contained in the class Rni Connect or 0 i ent . As men-
tioned earlier, this class declares methods that correspond to every method
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available on an MBean server. The following example shows you how to connect
to the RMI connector server running on the JMXBookAgent .

Reexamining the RMIClientFactory class

In chapter 3, you created the RM d i ent Fact ory class. Recall that you use this
class to acquire an RMI client in which to contact your JMXBookAgent class.
Listing 9.2 lists the class again.

package j mxbook. chs3;

i mport javax. management.*;
i mport com sun. jdnk.comm *;

public class RMCientFactory

{
public static Rm ConnectorClient getdient()
{
Rmi ConnectorCient client = new Rmi ConnectorClient();
Rni Connect or Addr ess address = new Rm Connect or Address();
Systemout.println("\t\tTYPE\t=" +
addr ess. get Connect or Type ());
Systemout.printIn("\t\tPORT\t= " + address.getPort());
Systemout.println("\t\tHOST\t= " + address. getHost());
Systemout.println("\t\t SERVER\t= " + address. getNane());
try
{
client.connect( address );
}
catch( Exception e )
{
e.printStackTrace();
}
return client;
}
}

To tell the Rmi Connect or C i ent object where to find the Rmi Connect or Server, you
need to use the Rmi Connect or Addr ess class. This class encapsulates host, port,
and lookup name values that tell the client object where to find the RMI registry
and look up the remote object of the RMI connector. If you created the Rni Con-
nect or Server using the default constructor, then you can create the address
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object with its default constructor. Both classes contain the same default values
for host, port, and lookup name. The default values are the following:

» Host—Defaults to the local host value

» Port—Default value is contained in the static variable Servi ceNanme. RM _
CONNECTCR_PORT

= Lookup name—Defaults to the value of Servi ceName. RM _CONNECTOR_SERVER

After creating the Rni Connect or C i ent object, you invoke its connect () method.
This method tells the client object to make a connection with the server-side
component of the RMI connector. After successfully connecting to the agent, you
can return the client reference—ready for use.

Additional uses for the RMI connector

In addition to providing RMI connectivity to a JMX agent for invoking methods
on a remote MBean server, the RMI connector offers some other useful features.
The remaining features of the RMI connector are as follows:

= Remote notifications—The RMI connector will transmit notifications emitted
from the remote server to the remote client.

»  Connector heartbeat—Connector clients can emit a heartbeat to monitor the
connection to the connector server. Doing so allows agents and client to
retry or clean up bad connections.

= Client context checking—This feature allows the server to verify that a client
has the correct context before invoking requested operations.

Recall that the RMI connector is contributed unsupported to the Sun JMX RI.
The RMI connector is part of Sun’s commercial product, the JDMK. With that in
mind, the following sections briefly describe the three previously listed features
in more detail.

Retrieving notifications

The RMI connector provides two ways to receive notifications from a remote
MBean server. When an RMI connector client connects to an RMI connector
server, it can specify a notification receiving mode via the client’s set Mode()
method. The set Mode() method takes a single parameter: either O i ent Notii fi -
cat i onHandl er. PUSH_MODE or Cl i ent Noti fi cati onHandl er. PULL_MODE. The first
value indicates that notifications from the remote JMX agent will be pushed to
the RMI connector client, and the second value indicates that the RMI connector
client will pull notifications from the remote agent.
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To receive notifications from a particular MBean, you simply invoke the add-
Noti fi cati onListener () method of the client. Because all Noti fi cation objects
are serializable, they can be transmitted over RMI to interested clients.

Connector heartbeat

The RMI connector uses a notification system to detect the health of the client
and/or server portions of the connector. When using an Rmi Connect or Cl i ent
object, you can add a notification listener for receiving Heart Beat Not i fi cati on
objects. A Heart Beat Not i f i cati on object can indicate several conditions about a
connection to the RMI connector server, as listed in table 9.2. The values in the
Notification Type column are public static members of the Heart Beat Not i fi -
cation class.

Table 9.2 Notification types used by a Hear t Beat Not i fi cat i on notification

Notification type Description
CONNECTI ON_ESTABLI SHED A connection has been made between the client and server.
CONNECTI ON_LOST A connection has died.

CONNECTI ON_REESTABLI SHED A connection was temporarily unavailable, but is now connected.

CONNECTI ON_RETRYI NG The client is trying to reestablish a dead connection.

CONNECTI ON_TERM NATED The connection has been closed.

You acquire the condition value by invoking the get Type() method of the notifi-
cation.

Client context checking

The last feature of the RMI connector covered in this chapter is the concept of a
client context checker. A context checker ensures that a client passes a pre-
defined test before it can invoke any methods on the remote MBean server.

The client must set an Oper at i onal Cont ext object into its Rmi Connect or O i ent
object. The connector client object will pass this context to the RMI connector
server, which uses it to decide whether to complete a client’s request on an MBean
server. To do so, the server uses an instance of the class MBeanSer ver Checker.

An MBeanSer ver Checker object encapsulates an MBeanSer ver object and con-
tains a check method for every method declared by the MBeanServer class. For
instance, for a client that attempted to invoke cr eat e Bean() on a remote MBean
server, the MBeanSer ver Checker would first invoke the method checkCreate().
This method would verify the client’s Oper at i onal Cont ext in some way and, if it
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were valid, would invoke the method on the MBean server. To provide your own
implementation for the check methods, you would provide a subclass to the
MBeanSer ver Checker class.

Connecting to agents using Jini

The RMI connector we just discussed should give you a good idea what can be
accomplished by making your JMX agents remotely accessible. As you discov-
ered, the RMI connector not only gives you the ability to invoke MBean server
methods, but also lets you receive notifications.

However, you might have noticed one drawback to using the RMI connec-
tor: you must know the address of the RMI connector server. That is, you have
to be able to tell your Rmi Connector C i ent object where to look up the remote
server object.

To get around this issue, you can build a Jini connector. By using Jini, you can
distribute a JMX agent just like the RMI connector does, without requiring clients
to know the exact location of the agent. Jini enables developers to write services
that can describe themselves and can be discovered by clients.

For instance, clients wishing to interact with a JMX agent can construct a Jini
connector client, enter a few search parameters, and locate the nearest matching
agent, as illustrated in figure 9.3.

Your Jini connector will advertise itself by using the value of the default
domain name of the MBean server in which it is registered. The Jini connector
client will do a search for agents by using the domain name as a search parameter.
Later, you can expand the search capabilities as needed. As the chapter continues,
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Figure 9.3 The Jini connector makes the JMX agent available to a greater client
audience by allowing itself to be discovered.
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we will discuss more connector scenarios that use the Jini connector. The connec-
tor will be made up of three components: an MBean, a Jini service, and a Jini cli-
ent. The following section explores these three components in detail.

Components of the Jini connector

As the previous section mentioned, you need the following three components to
create this connector:

= MBean—The MBean allows the connector to be managed through the
MBean server (like the RMI connector and HTML adapter MBeans).

= Jini service—The service is created by the MBean. It allows clients to con-
nect to the agent.

= Jimi client—People use the client class to locate the Jini service from the agent.

The following sections describe the role each component plays in the connector.
Then, we will begin to examine the code.

The MBean

The role of the MBean in the connector is to set up and manage the Jini service.
The MBean gives the agent the capability to control the Jini service, including
setting up its description and deciding when to make the service available for
discovery. The MBean contains a reference to its MBean server, which allows the
Jini service to perform callbacks to the MBean server methods. (You will learn
more about this process when we examine the code.) The MBean component will
be defined by the JI NI Server MBean interface and the JI NI Server class (which
implements the JI NI Ser ver MBean interface).

The Jini service

The Jini service implements methods that correspond to each of the methods
found in the MBean server interface. As you will see in the code to follow, this
process allows the Jini client to forward its method invocations to the MBean
server via the Jini service. The Jini service is defined in a class named JI NI Con-
nect or | npl , which implements the interface JI Nl Connect or . The interface is a
remote interface used in a Java RMI environment, enabling clients to make
remote invocations on the Jini service.

The connector client
Client-side objects use the Jini client to discover and use the Jini connector ser-
vice (and therefore use the JMX agent). Like the Jini service, it contains methods
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that correspond to the methods of the MBeanServer interface. Invocations of
these methods are forwarded to the Jini service, which forwards them to the
MBean server of the JMX agent. In addition, the connector client shields the
developer from the process of finding the Jini service. The JI Nl Connect ord i ent
class defines the Jini client.

Writing the Jini connector

Now that we have discussed the components that form the Jini connector, let’s
begin writing the code. You will create the components in the order they were pre-
sented: the MBean, the Jini service, and then the Jini client. All the classes are in
the package j mxbook. ch9. After you write all the classes, we will go over what you
need to do to compile and run them. To test the connector; you will need to write
some code for your JMXBookAgent class to include an instance of the Jini connector.

Writing the MBean

With the MBean, you must decide what attributes and operations you want to
expose in order to make the Jini service configurable and more useful. Table 9.3
lists the attributes and operations exposed by the JI NI Server MBean interface.
Remember from chapter 4 that this type of interface indicates you are creating a
Standard MBean.

Table 9.3 Attributes and operations exposed by the JI Nl Ser ver MBean interface

Attribute/operation Description
Donmi n Read-only attribute that indicates the domain of the agent that contains this
connector.
Ent r yName Read/write attribute that supplies the Jini service started by the MBean with

an identifier. This attribute is optional, but providing a value gives clients a way
to refine their search for the service (it makes the Jini service more unique).

G oups Read/write attribute that indicates which lookup service groups the Jini service
will register with. (For more information about the lookup service, go to http:/
www.javasoft.com.)

enabl eConnecti ons Operation that tells the MBean to start the Jini service.

Table 9.3 gives a good view of what the MBean will be like. Now that you know
the exposed attributes and operations of the MBean, look at the JI NI Ser ver -
MBean interface:

package j mxbook. ch9;

public interface JI N Server MBean
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{
public String getDomain();
public String getEntryNane();
public void setEntryName( String nane );
public String[] getG oups();
public void setGoups( String[] groups );
public voi d enabl eConnections();

}

After creating the interface, you need to implement it with the JI NI Server
MBean class. Recall from the previous sections that the JI NI Server class will cre-
ate the Jini service when requested by the JMX agent. Listing 9.3 shows the
JINI Server class. (Starting with this class, you will notice a lot of Jini-related
packages and classes; this discussion goes into detail for many but not all of the
Jini-related issues. If you need to take time to read more about Jini, check the
documents at http://www.javasoft.com.)

package j mxbook. ch9;

i mport javax. managemnent.*;

inmport java.rm.*;

inmport java.util.*;

inmport net.jini.discovery.*;

inmport net.jini.core.lookup.*;

i nport net.jini.lookup.*; Import Jini
inmport net.jini.lease.*; packages
inmport net.jini.core.discovery.*;

inmport net.jini.lookup.entry.*;

inmport net.jini.core.entry.*;

public class JIN Server inplenments JI N Server MBean, Implement

MBeanRegi strati on, necessary
Servi cel DLi st ener V interfaces

private MBeanServer nbs = null;

private Joi nManager jm = null;

private ServicelDid = null;

private String donmain = null;

private QbjectName name = nul | ;

private String[] groups;

private Nane entry = null;

private bool ean enabl ed = fal se;

public JI N Server()

{
groups = new String[ 1 1];
groups[ O] = "public";

}
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public String getDomain()

{
return domai n;
}
public String getEntryNane()
{
return entry. nane;
}
public void servicelDNotify( ServicelDid )
{
this.id = id;
}

public Obj ect Name preRegi ster( MBeanServer server,
bj ect Name nane) throws Exception

{
this.mbs = server;
if( name == null )
{
name =
new Cbj ect Nane( nbs. get Def aul t Donmai n() +
":connector Type=JIN" );
}

t hi s. domai n = nane. get Domai n() ;
return nane;

}

public void postRegister (Bool ean registrationDone) {}
public void preDeregister() throws Exception {}
public void postDeregister(){}

public void setGoups( String groups[] )

{

if( groups !'=null )

thi s. groups = groups;

}
public String[] getG oups()
{

return groups;
}
public void enabl eConnections()
{

createService();

}
public void setEntryName( String nane )
{

Entry old = entry;
this.entry = new Nane( nane );
if( enabled )

199
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{
Entry[] new abels = { entry };
Entry[] labels ={ old };
jmnodi fyAttributes( |abels, new abels );
}
}
private void createService()
{
try
{ -
JI Nl Connect or connector = Set up ].Inl o\
new JI NIl Connectorlnpl ( this ); service
Entry[] labels = { entry };
LookupDi scover yManager ngr =
new LookupDi scoveryManager ( groups, null, null );
j m = new Joi nManager (connector, |abels, this, Create
ngr, JoinManager
new LeaseRenewal Manager());
enabl ed = true;
}
catch( Exception e )
{ Set up Jini
e. printStackTrace(); service
}
}
/*
call back nmethods @ Implement
*/ remaining methods
public | nteger getMBeanCount() throws Exception
{
return nbs. get MBeanCount () ;
}

public Objectlnstance createMBean(String cl assNane,
bj ect Name nane) throws Exception

{

return nbs. createMBean( cl assNane, nane );

}

@ These inport statements import packages from the Jini toolkit. These packages
contain the classes needed to find lookup services and manage and describe Jini
services. All of these packages come with the downloadable Jini toolkit from
Sun Microsystems.
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@ The JIN Server class implements the following three interfaces:

= JI NI Server MBean—This MBean interface declares the exposed attributes
and operations for this MBean.

= MBeanRegi stration—Recall from chapter 4 that this interface allows the
MBean to acquire a reference to the MBean server. For more information,
look back at that chapter.

= Servicel DLi st ener—This is a Jini interface that allows the Jini lookup ser-
vice to perform a callback and inform the listener (the interface imple-
menter) of the unique service id generated for a particular Jini service. It
declares only one method: public void servicel DNotify().

With a reference to the MBean server, the MBean can propagate correspond-
ing invocations from the Jini service to the MBean server. (More about this in
a moment.)

© The JI N Server class uses a Jini utility class, Joi nManager, which handles the lookup,
registration, and management of lookup services for a particular Jini service.
You can see how it is created in the creat eServi ce() method. The MBean keeps
a reference to this class in order to manage the attributes of the JI NI Connec-
torlnpl service.

O The createServi ce() method is where all the action takes place in this MBean.
This method is invoked when the JMX agent calls the enabl eConnecti ons()
method of the MBean. It is responsible for creating the Jini service class (JI NI -
Connect or I npl ) and registering it with available Jini lookup services. We will
examine the JI NI Connector I npl class in the next code listing, but as you can
see, all you have to do is use the constructor that accepts a reference to this
MBean. The JI NIl Connect or | npl class will use that reference to make callbacks
to the MBean.

Once the service is created, it must be made available to possible clients. As
mentioned earlier; the JI NIl Server MBean uses a Jini utility class called Joi nvan-
ager to handle all the logistics surrounding registration and management of a
service on a lookup service. (For more information about the Joi nManager class,
refer to the javadocs bundled in the Jini download.)

O All the methods after this point correspond to methods in the MBean server.
These are the callback methods the Jini service invokes in order to perform an
operation on the MBeanSer ver instance residing in the JMX agent. For the sake of
space, only two methods are currently implemented: get MBeanCount () and cre-
at eMBean() . You will use the latter method in your tests later.
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Writing the Jini service

Now that you’ve written the JI Nl Server MBean, let’s examine the JI NIl Connec-
torlnpl class that the MBean uses to expose its JMX agent to Jini clients. With all
Jini services, JI NI Connect or I npl must implement a remote interface that
declares the methods available to a client. The following code is the service inter-
face, JI Nl Connect or :

package j mxbook. ch9;
inmport java.rm.*;
i mport javax. managemnent.*;

public interface JI Nl Connector extends Renote

{
public I nteger getMBeanCount() throws JI N Connector Exception;

public Objectlnstance createMBean(String cl assNane,
bj ect Nanme nane) throws JI Nl Connect or Excepti on;

}

As you can see, it contains only two methods. Recall from the previous code dis-
cussion that the Jini connector is left incomplete for the sake of space. For this
connector to be complete, all the methods of the MBean server must be made
available. This interface declares the methods available to your JI NI Connect or -
Client class (discussed in a moment). Remember, however, that all methods
declared in this interface will also be made available to the client, allowing the
user to invoke the corresponding methods on the remote MBean server.

Notice also that the interface declares the methods as throwing an instance of
the JI NI Connect or Except i on exception class. We’ll define this exception class
shortly; basically, it extends j ava. rmi . Renot eExcept i on and wraps server-side
exceptions, enabling service clients to acquire the wrapped exception. You will
see it thrown from the Jini service code to follow, and also used in the Jini con-
nector client later.

Listing 9.4 shows the JI Nl Connect or I npl class. It contains the Jini service cre-
ated by the JI NIl Server MBean.

package j mxbook. ch9;

inmport java.rm.*;
inmport java.rm.server.*;
i nport javax. managenent. *; Extend

UnicastRemoteObject class
public class JI N Connectorlnmpl extends

Uni cast Renot eObj ect i npl enents JI NI Connect or
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private JI N Server server = null;

public JI Nl Connectorlnpl( JIN Server server )
t hrows RenoteException

{
this.server = server; Q Store reference
to Jini service
}
public | nteger getMBeanCount() throws JI Nl Connector Exception
{
try
{
return server. get MBeanCount () ;
}
catch( Exception e )
{
t hrow new JI Nl Connect or Excepti on( "get MBeanCount", e );
}
}

public Objectlnstance createMBean(String cl assNane,
bj ect Nare nane) throws
JI NI Connect or Excepti on

{
try
{
return server.createMBean( classNanme, nanme );
}
catch( Exception e )
{
t hrow new JI Nl Connect or Exception( "createMBean", e );
}
}

}
|

@ In order to be a Jini service, this class must be a remote class. That is, it must be
available in a Java RMI environment. Toward this end, it extends the Uni cast Rem
ot e(hj ect class, which provides the service with the capabilities of a remote object.
In addition, it implements its remote interface, JI Nl Connect or, which declares
the methods that will be available to clients.

@ The key feature of this class is that it contains a reference to the JI NI Server
MBean from the JMX agent. This reference allows the service to make callbacks
to the MBean to perform the necessary invocations for a service client.

As you can see, the source is short. However, remember that you imple-
mented only two corresponding methods to the MBean server—to finish this
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Jini service, you would need to write the final methods that correspond to the
remaining method of the MBean server. From the first two methods already
implemented, you should be able to tell that this is not a difficult task.

Before moving on to the Jini connector client, let’s look at the JI NI Connec-
tor Except i on class to clarify its purpose. Listing 9.5 shows the exception class.

package j mxbook. ch9;
inmport java.rm.*;

public class JI Nl Connector Excepti on extends RenpteException

{

private Exception exception = null;

public JI Nl Connect or Exception( String nessage, Exception ex )

{
super ( message, ex );
t hi s. exception = ex;
}
publ i c Exception get WappedException()
{

return exception;

}
|

This class extends Renot eExcept i on so that it can serve as the single exception
thrown from the remote interface JI Nl Connect or . However, Renot eExcepti on
does not grant access to its wrapped exception, so this subclass does. In the con-
structor, the class stores the wrapped exception in a class member variable for
later retrieval by the get W appedExcept i on() method.

This exception class will let the client decipher the exact type of the exception
being thrown from a service method (such as creat eMBean() ) and throw the
appropriate type on the client side.

The last component to cover is the connector client. The following section
discusses the JI NIl Connect or O i ent class, which creates a Jini client.

Writing the Jini connector client

The first thing you will notice when examining the JI NI Connect or Cl i ent class
(listing 9.6) is the large section of stubbed-out MBean server methods at the end.
The client does in fact implement the MBeanSer ver interface; it does so to pro-
vide client-side users with all the methods that would be available on the server
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side. We've stubbed out all but two of these methods for the sake of space. The
remaining two MBeanSer ver methods are used to test the connector later. Exam-
ine the listing; the discussion follows.

Listing 9.6 JINIConnectorClient.java

package j nxbook. ch9;

i mport javax. managenent. *;
inmport java.rm.*;

import java.util.*;

inmport net.jini.discovery.*;
inmport net.jini.core.lookup.*;
import net.jini.lookup.*;
import java.io.*;

public class JI N ConnectorCient
i npl enents Di scoverylLi stener, MBeanServer
{
private ServiceTenplate tenplate = null;
private LookupDi scovery reg = null;
private JI Nl Connector server =null;

public JI Nl ConnectorCient()

{

System set Securi t yManager ( new RM SecurityManager () );

Class[] cls = { JIN Connector.class };

tenpl ate = new ServiceTenplate( null, cls, null );

Ery Begin search
reg = new LookupDi scovery( new String[] { "" } ); for Jini service
reg. addDi scoverylistener( this );
while( server == null )

Thread. sl eep( 1000 );

}

catch( Exception e )

{
e.printStackTrace();

}

}
public void discovered( DiscoveryEvent event ) (@ Implemenent
{ listener callback
if( server !'=null )
return;
ServiceRegi strar[] | ookups = event.getRegistrars();
try
{

Servi ceMat ches itens = | ookups[ 0] .| ookup( tenplate,
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I nteger. MAX_VALUE );
server = ( JI NI Connector ) items.itenms[ O ].service;
Systemout.println( "service found" );
}
catch( Exception e )
{
e.printStackTrace();

}
}
public void discarded( DiscoveryEvent event ){}

public Integer getMBeanCount() @ Implement
{ getMBeanCount()
try method

{

return server. get MBeanCount () ;
z:atch( JI NI Connect or Exception e )
{
return null;
}
}

public Objectlnstance createMBean(String cl assNane,
bj ect Nane nane)
throws ReflectionExcepti on, Implement
I nst anceAl r eadyExi st sExcepti on, createMBean()
MBeanRegi st rati onExcepti on, MBeanExcepti on,
Not Conpl i ant MBeanExcepti on
{
try
{
return server.createMBean( className, nanme );
}
catch( JI NI Connect or Exception e )
{
Exception ex = e.get WappedException();
if( ex instanceof ReflectionException )
throw ( ReflectionException ) ex;
el se if( ex instanceof |nstanceAl readyExi stsException )
throw ( I nstanceAl readyExi st sException ) ex;
el se if( ex instanceof MBeanRegi strationException )
throw ( MBeanRegi strati onException ) ex;
el se if( ex instanceof MBeanException )
throw ( MBeanException ) ex;
el se
throw ( Not Conpl i ant MBeanException ) ex;
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UNI MPLEMENTED METHODS BELOW (@ Implementremaining
* methods

public Object instantiate(String classNanme)
throws ReflectionException,
MBeanException { return null; }
public Object instantiate(String classNane,
bj ect Nane | oader Nane)
throws ReflectionException, MBeanException,
I nst anceNot FoundException { return null; }
public Object instantiate(String className, Object parans[],
String signature[])
throws ReflectionException, MBeanException
{ return null; }
public Object instantiate(String classNane,
Cbj ect Nane | oader Nane,
bj ect paranms[], String signature[])
throws ReflectionException, MBeanExcepti on,
I nst anceNot FoundException { return null; }
public Objectlnstance createMBean(String cl assNane,
Obj ect Nane nane,
Cbj ect Nare | oader Nane)
throws Refl ectionException,
I nst anceAl r eadyExi st sExcepti on,
MBeanRegi strati onExcepti on, MBeanExcepti on,
Not Conpl i ant MBeanExcepti on,
I nst anceNot FoundException { return null; }
public Objectlnstance createMBean(String cl assNane,
bj ect Nane nane,
bj ect params[], String signature[])
throws Refl ectionException,
I nst anceAl r eadyExi st sExcepti on,
MBeanRegi strati onExcepti on, MBeanExcepti on,
Not Conpl i ant MBeanException { return null; }
public Objectlnstance createMBean(String cl assNane,
Obj ect Nane nane,
bj ect Nane | oader Nane, Obj ect parans[],
String signature[])
throws ReflectionException,
I nst anceAl r eadyExi st sExcepti on,
MBeanRegi strati onExcepti on, MBeanExcepti on,
Not Conpl i ant MBeanExcepti on,
I nst anceNot FoundException { return null; }
public Objectlnstance registerMBean(Cbj ect object,
bj ect Nane nane)
throws | nstanceAl readyExi st sExcepti on,
MBeanRegi strati onExcepti on,
Not Conpl i ant MBeanException { return null; }
public void unregisterMBean(bj ect Nane nane)
throws | nstanceNot FoundExcepti on,
MBeanRegi strationException { return; }
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public Objectlnstance get Obj ectlnstance(Obj ect Nanme nane)

publ i
publ i

publ i
publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

publ i

C

C

Cc

C

C

C

Cc

C

Cc

Cc

throws | nstanceNot FoundException { return null; }
Set queryMBeans(Obj ect Name nane, QueryExp query)
{ return null; }
Set queryNanes(Cbj ect Name nanme, QueryExp query)
{ return null; }
bool ean i sRegi st ered(Qoj ect Name nane) { return false; }
Cbj ect getAttribute(CbjectName nanme, String attribute)
t hrows MBeanExcepti on,
Attri but eNot FoundExcepti on,
I nst anceNot FoundExcepti on,
Ref | ecti onExcepti on
{ return null; }
AttributelList getAttributes(ObjectName nane,
String[] attributes)
throws | nstanceNot FoundExcepti on,
Ref | ecti onException { return null; }
voi d setAttribute(CbjectNane name, Attribute attribute)
throws | nstanceNot FoundExcepti on,
At t ri but eNot FoundExcepti on,
I nval i dAttri but eVal ueExcepti on,
MBeanExcepti on,
Refl ecti onException { return; }
AttributelList setAttributes(ObjectNane nane,
AttributelList attributes)
throws | nstanceNot FoundExcepti on,
Refl ecti onException { return null; }
bj ect i nvoke(Cbj ect Nane nanme, String operationNane,
bj ect params[], String signature[])
throws | nstanceNot FoundExcepti on,
MBeanExcepti on,
Refl ectionException { return null; }
String getDefaultDomain() { return null; }
voi d addNoti ficati onLi stener (Obj ect Nanme nane,
Noti fi cationLi stener |istener,
NotificationFilter filter,
bj ect handback)
throws | nstanceNot FoundExcepti on
{ return; }
voi d addNoti fi cati onLi stener (Obj ect Nanme nane,
bj ect Nane | stener,
NotificationFilter filter,
Obj ect handback)
throws | nstanceNot FoundExcepti on
{ return; }
voi d renpveNotificationLi stener(Cbject Nane nane,
NotificationListener I|istener)
throws | nstanceNot FoundExcepti on,
Li st ener Not FoundException { return; }
voi d renpveNoti ficationLi st ener(Cbj ect Nane nane,
hj ect Nane |istener)
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throws | nstanceNot FoundExcepti on,
Li st ener Not FoundException { return; }
publ i ¢ MBeanl nf o get MBeanl nf o( Obj ect Nane nane)
throws | nstanceNot FoundExcepti on,
I ntrospecti onExcepti on,
Ref | ecti onExcepti on
{ return null; }
publ i c bool ean islnstanced (Cbj ect Name nane, String cl assNane)
throws | nstanceNot FoundException
{ return false; }
public Objectlnput Stream deseri al i ze( Cbj ect Nane nane,
byte[] data)
throws | nstanceNot FoundExcepti on,
Qper ati onsException { return null; }
public QbjectlnputStream deserialize(String classNane,
byte[] data)
throws OperationsException,
Ref | ecti onExcepti on
{ return null; }
public Objectlnput Stream deserialize(String classNane,
bj ect Nane | oader Nane, byte[] data)
throws | nstanceNot FoundExcepti on,
Oper ati onsException, ReflectionException

{ return null; }
public static void main( String args[] ) (@ Testinmain()
{ method
try
{

JI Nl ConnectorCient client = new JI Nl ConnectorCient();
Systemout. println(client.get MBeanCount () );
client.createMBean( "jnmxbook.ch2. HelloWrld",
new Cbj ect Nane(
" JMXBookAgent : nane=hwt est"” ) );
}
catch( Exception e )
{
e.printStackTrace();
}
}

@ A good place to begin the examination of the code is the class constructor. The
constructor is responsible for creating the search parameters that will find the
Jini service portion of the Jini connector. It does so by creating an instance of the
class Servi ceTenpl ate. For now, the only parameter going into the template is
the interface type name j nkbook. ch9. JI NI Connect or .
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After creating the template, the constructor starts a lookup service—finding
process by creating a LookupDi scover yManager instance. This object actively
searches for Jini lookup services across the network. The constructor adds the
client class as a Di scoveryLi st ener and will be notified via the di scovered()
callback when a lookup service is found. When a lookup service is found, the cli-
ent is notified and can search that lookup service for an instance of the JI NI Con-
nector service.

As mentioned in the previous paragraph, the di scover ed() method is invoked by
the LookupDi scover yManager when a lookup service is found. Now that the client
has a reference to a lookup service, it uses the Ser vi ceTenpl at e object created in
the constructor to search for the JI Nl Connector service. Service matches are
returned from the lookup service in a Servi ceMat ches object that contains an
array of Serviceltemobjects. A Serviceltemobject contains the actual Jini ser-
vice that matched the search (in this case, an instance of JI Nl Connect or ). At this
point, your client acquires a reference to the Jini service for use. It stores the ref-
erence in a class member called server.

The get MBeanCount () method is the first of two methods implemented on the cli-
ent side to correspond to remote MBean server methods. It simply invokes the
identically named method on the JI Nl Connect or service and returns the result.

The final method implemented in the JI NI ConnectorCient class is create-
MBean() (which corresponds to the remote MBean server cr eat eMBean() method
that is identically declared). This method is singled out here as an example of
using the JI NI Connect or Except i on class.

When this method is invoked, like get MBeanCount () , it simply invokes the same
method on the JI NIl Connect or service. However, unlike the get MBeanCount ()
method, it must be prepared to throw a variety of exceptions back to the user. To
accomplish this, you use the JI NIl Connect or Cl i ent exception class. When the
method catches a JI NIl Connect or Except i on exception, it acquires the wrapped
server-side exception, casts it to the appropriate type (the get W appedExcept i on()
method returns the type Excepti on), and throws it.

Recall that we stubbed out the remaining methods declared in the MBeanSer ver
interface. They are included below the comment block in order to successfully
compile the connector client class.

We include a mai n() method to use in a quick test later. The mai n() method cre-
ates a JI NIl Connect or i ent instance and uses it to connect to a remote MBean
server, get the MBean count, and create an instance of the Hel | oWr | d MBean.
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Outstanding issues

This connector example leaves out some important features. For instance, there
are important details to consider when implementing the connector’s notifica-
tion delivery mechanism. You should also make changes so that multiple agents
running this type of connector are distinguishable from each other.

Handling notifications

In a normal notification scenario, an agent directly invokes an object that has
registered as a notification listener in order to deliver notifications to it. How-
ever, in the distributed environment, the notification listener may be in a remote
location, and direct invocation may not be possible.

Therefore, the implementation of the addNot i fi cati onLi st ener () methods
of the JI NIl Connect or O i ent must be different than the usual server. net hod()
invocation seen in the two methods you implemented. The add-listener methods
must take into account the distributed nature of the connector. The best way to
solve this problem is to have the JI Nl Connect or d i ent instance store the listener
reference locally and add itself as the notification listener instead. The client can
alternatively be a remote object; in that case the remote MBean can deliver noti-
fications to the client, which can distribute them as needed to local listeners.

Jini connector attributes

Consider the environment that has two active JMX agents, both of which are
using a Jini connector to allow remote clients to discover them. These two agents
need the ability to ensure that their respective Jini services (created by the Jini
connector) are uniquely identifiable. The JI NI Server MBean allows the agent to
set a single attribute for the service. The JI NI Server MBean should always con-
struct the Jini service using these attributes to be as unique as possible. In addi-
tion, the JI NI Connect or Cl i ent needs code to allow a user to enter possible
attribute values when the client begins to search for the Jini service. This code
will let client users refine their search for a remote JMX agent.

Testing the Jini connector

We have covered all the components of the Jini connector; it is time to use it in
an example. To test the connector, you need to modify the JMKBookAgent class.
For your agent, you will add the startJI Nl Connect or () method. For the client,
you will use the JI NI Connect or O i ent class’s main method. Typically, a client will
construct an instance of the JI NIl Connect or G i ent class to use. The following sec-
tion examines the st art JI Nl Connect or () method.
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The startJINIConnector() method

In chapter 3, which introduced the JMXBookAgent class, you gave it a start RM -
Connect or () method that added the RMI connector MBean to the agent. How-
ever, in that chapter, we did not discuss what took place in the code. Listing 9.7
shows the start JI Nl Connect or () method.

protected void startJl Nl Connector ()
{

bj ect Nane connector Name = nul | ;

try
{
Syst em set Securi t yManager ( new RM SecurityManager() );

JINI Server jini = new JI N Server();
Obj ect Nanme jini Nane = null;
jiniNane =
new Obj ect Nane( "JMXBookAgent: name=JI Nl Connector" );
server.regi sterMBean( jini, jiniNane );
jini.enabl eConnections();
}
cat ch(Exception e)
{
e.printStackTrace();
}

The method creates an instance of the connector MBean (the JI Nl Server class)
and a new Obj ect Nane instance for the MBean, and registers the MBean on the
MBean server. Finally, it calls the enabl eConnecti ons() method of the MBean to
create and start the Jini service within.

Running the example

Now you have written all the code, you need to test this connector. To compile
and run the connector, however, you must download the latest Jini developer kit
from http://www.javasoft.com. Once you have it, complete the following steps to
test the connector:

1 Compile the j mxbook. ch9 package. You need the JMX JARs, the JMX_re-
moting.jar file from the contrib/jars folder, and the Jini JAR files in your
CLASSPATH in order to compile the agent. To compile the connector
source files, you need the JMX JARs and the Jini JARs in your CLASSPATH.
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In addition, you must use the rmi ¢ compiler to generate stubs for the
JI' NI Connect or I npl class.

2 Set up the Jini environment. Doing so involves starting an HTTP server,
starting the Java activation daemon (r ni d), and starting a Jini lookup ser-
vice. Read the Jini documentation to see how to perform these steps.

3 Start the JMX agent. You will need to start the agent with a policy file indi-
cated by the - j ava. securi ty. pol i cy property in the j ava command.

4 Run the client class (JI N ConnectorQient). Doing so will invoke the
class’s mai n() method. The method will use the JI NIl Connect or to find the
JMX agent, get its MBean count, and create a new Hel | oWr | d MBean on
the agent.

The best way to see the results of this simple test is to open your browser (while
the agent is still running) to the location http://localhost:9092 (assuming you are
on the same machine as the agent). You should see all three adapter/connector
MBeans (HTML, RMI, and Jini) as well as a new Hel | oWor | d MBean.

9.4 JMX and SNMP

9.4.1

A large number of vendors have distributed many devices with SNMP manage-
ment capabilities. It would be ideal if you could use this existing management
base with new applications and systems you are building today. For example, a
networking application could acquire knowledge of the health of the hardware it
requires before making routing decisions. For such situations, it makes sense to
use the SNMP technology already in place. Fortunately, due to the JMX architec-
ture, your JMX agents can expose MBeans using an SNMP adapter. This section
will review SNMP and provide information about using JMX with SNMP.

What is SNMP?

SNMP is a monitoring standard that has been in wide use for several years.
(SNMP stands for Simple Network Management Protocol, but most developers
might argue that it is not that simple.) Two versions of SNMP (vl and v2) already
exist, and a third version is being defined by the Internet Engineering Task
Force (IETF).

In an SNMP system, there are managed devices such as routers, hubs, comput-
ers, operating systems, and even applications. Basically, any device or system
that can expose information about itself can become a managed device. SNMP
agents exist to convert requests or messages from the SNMP protocol to a device.
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A network management system (NMS) sends information to and listens for infor-
mation from agents.

SNMP provides capabilities for the NMS to communicate with the managed
device. The SNMP API has two commands: read and wi t e. The r ead command is
sent to the agent in order to get information about the current state of a man-
aged device. The w it e command is used to set the state on the managed device.
Likewise, the managed device can signal the NMS that something interesting has
occurred by sending an SNMP #rap. A trap is the SNMP equivalent of a JMX noti-
fication.

Recall from chapter 1 that information about managed devices is stored in a
Management Information Base (MIB). The MIB is a hierarchical representation
of information about devices. A managed device can be located on a MIB tree
using an object name or object identifier—for example, organization.dod.enter-
prise.myenterprise.variables.theProduct. An object identifier is a set of numbers
that translates to the textual name. (For more information about MIBs, read the
SNMP specifications at http://www.ietf.org.)

Due to incompatibilities between machines on the Internet, data must be
exchanged using a neutral representation. A standard called Abstract Syntax
Notation One (ASN.1) was developed to enable this exchange. Using this notation,
people created rules for defining the management information called the Struc-
ture of Management Information (SMI). SMI defines simple types such as integers,
octet strings, and object ids. It also defines application data types such as network
addresses, counters, gauges, time ticks, opaques, integers, and unsigned integers.

Using an SNMP protocol adapter

As with any protocol or transport technology, the flexible JMX architecture
enables agents to communicate with SNMP management applications. An SNMP
adapter translates data from an MBean to an SNMP MIB and uses the SNMP pro-
tocol to transport the information to interested listeners.

Sun Microsystems provides an implementation of an SNMP adapter with a
tool suite included with the JDMK. The toolkit provides the capability to develop
a JMX agent using an SNMP protocol adapter. Using a tool called mibgen, you
can generate MBeans that represent SNMP MIBs. The mibgen tool creates Java
objects for you using your existing MIB definitions. There is even a toolkit to
build an NMS using a management API.

The SNMP protocol adapter can work with SNMP vl and SNMP v2 protocols.
As the protocol adapter receives requests from the SNMP system, it maps the
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requests to specific MBean operations and executes them. In addition, the proto-
col adapter can send an SNMP trap to an NMS in place of JMX notifications.

Using the SNMP protocol adapter, an NMS can access the MBeans in the
MBean server that represent various MIBs. SNMP does not support the richness
of JMX capabilities, but MBeans can be built that support all the capabilities of
SNMP. This means your MBeans may have more capabilities than can be
accessed using SNMP, but existing NMS systems can take advantage of the
exposed capabilities that adhere to the SNMP standard. Java Community Pro-
cess (JCP) efforts are underway to standardize the mappings between JMX and
existing SNMP standards.

For more information about the SNMP protocol adapter and the JDMK, visit
the JDMK product page on the Sun web site (http://java.sun.com/products/jdmk).

Connecting by using a TCP adapter

Up to this point, you have seen how you can distribute access to your JMX agents
with a number of different technologies. For example, you can use the RMI con-
nector provided by Sun, or you can use Jini to allow your agents to be discov-
ered. In this section, you will write a TCP protocol adapter.

Note that you won’t use any object serialization—we don’t want you to re-
create an RMI-like connector. Instead, the TCP adapter is a socket-based adapter
that allows any capable client to connect and send simple commands in order to
interact with your agent. This command approach allows non-Java clients to
connect to your agent and work with MBeans. For instance, a C++ program
could open a socket to your remote agent and acquire attribute values from
existing MBeans.

The TCP adapter presented in this section can create MBeans, get and set
attributes, and invoke operations. It places a few restrictions on the order and
manner that arguments are sent by the client, as you will see when we walk
through the code. The adapter is modeled as an MBean that creates a Ser ver -
Socket object to listen to a particular port. Figure 9.4 illustrates the use of the
TCP adapter MBean.

When a client connects, the MBean creates a TCPAdapt er object in a new
Thr ead to handle the client request, and continues listening.

Writing the code

To complete this new protocol adapter, you need to create three classes and
one interface:
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Figure 9.4 The TCPSer ver MBean handling incoming requests. Each time a
client connects, a new TCPAdapt er object is created.

= TCPServer MBean—MBean interface that declares the methods exposed for
the adapter

= TCPServer —Implements the MBean interface and creates the Server Socket
= TCPAdapt er —Created by the TCPServer to handle each incoming client
= TCPTest er —Class used to test the TCP adapter

The first step to create the adapter is to write the MBean interface for the TCP-
Server MBean. The MBean is a Standard MBean (look back to chapter 4 if nec-
essary), and its interface follows:

package j mxbook. ch9;

public interface TCPServer MBean

{
public void setPort( int port );

public int getPort();
public boolean start();
publ i c bool ean stop();

}
The TCPSer ver MBean interface declares two operations and one read/write
attribute. The Port attribute is the port number to which the Ser ver Socket will lis-
ten for incoming clients. The start () method initiates the Ser ver Socket and tells
the MBean to begin listening. Alternatively, the st op() method closes the Ser ver -
Socket and stops the TCPServer MBean from receiving any new clients. Existing
clients will continue to have access to the agent until they close their connection.

Listing 9.8 shows the implementation of the TCPSer ver MBean interface in the
TCPSer ver class.
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Listing 9.8 TCPServer.java

package j mxbook. ch9;

i mport javax. managemnent.*;
import java.net.*;

public class TCPServer inpl

{

private int port 1555;
private bool ean stopped
private ServerSocket ss
private MBeanServer nbs

public TCPServer()

{
}

public void setPort (

{

}

public int getPort()
{

}

public boolean start()

{

this.port = port;

return port;

st opped = fal se;
Thread t
t.start();

return true;

}

publ i c bool ean stop()
{
st opped = true;
return true;

}

public void run()
{
try
{
System out. printl n(
ss

whi | e(
{

st opped )

Socket client
System out. printl

enments TCPServer MBean,

MBeanRegi stration, Runnable

Implement
MBeanRegistration and
Runnable interfaces

fal se;
nul | ;
nul | ;

int port )

new Thread( this );

"Binding to port: + port

new Server Socket ( port );

Create
ServerSocket
instance

ss. accept();

n( "dient being accepted"
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Thread t = new Thread( new TCPAdapter( client, nbs ) )
t.start();

}

ss. cl ose(); Create TCPAdapter
object to handle
} new client
catch( Exception e )
{
e.printStackTrace();
st opped = true;
}
}

public voi d postDeregister()
public void postRegister( Bool ean done )

public void preDeregister()
{}

publ i c Obj ect Nanme preRegi ster(
MBeanSer ver server, ObjectName nane )

{

this.mbs = server;
return name;

}
|

As you can see in the code, upon invocation of the start () method, the TCPSer ver
MBean runs continuously in a Thr ead until told to stop (via the st op() method).
Once inside the run() method, the MBean opens the Server Socket object to the
specified port (the default value is 1555) and begins listening for clients.

When a socket is accepted, the MBean creates a new TCPAdapt er instance,
gives it the new client and a reference to the MBeanSer ver, and runs it in a new
Thr ead. Each instance of the TCPAdapt er class needs a reference to the MBean-
Server in order to work with MBeans on behalf of its client.

The real work of the TCP adapter is done in the TCPAdapt er class. It defines
the commands clients can send, as well as the order in which it expects them to
be sent. Table 9.4 lists the possible commands that can be sent by a TCP client.

Table 9.4 The possible commands used by the TCP client

TCPAdapt er variable Actual value

CREATE_MBEAN create nbean

ARGS args
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Table 9.4 The possible commands used by the TCP client (continued)

TCPAdapt er variable Actual value
GET_ATTRI BUTE get attribute
SET_ATTRI BUTE set attribute
I NVOKE i nvoke
SHUTDOWN shut down

Not every message sent from a client will be one of the commands from table 9.4.
Other messages might be a classname or argument value, for instance. Table 9.5
lists the tasks the TCP adapter can perform, along with the messages needed to
perform the tasks. The messages and commands are listed in the order they
must be received. Messages in bold are expected values from the client (for
example, classname is an actual classname St ri ng). Those in italic are optional.

Table 9.5 Commands to send to complete a function of the adapter

Adapter function Command order
Create an MBean CREATE_MBEAN, cl assnane, obj ect nane, ARGS, argl i st, sigli st
Get attribute GET_ATTRI BUTE, at t nane, obj ect nanme
Set attribute SET_ATTRI BUTE, at t nane, obj ect nane, ARGS, argl i st,siglist
Invoke an operation | NVOKE, oper at i on, obj ect nane, ARGS, argl i st, siglist

For each object name sent, the adapter expects the whole Stri ng value (such as a
String like IMXBookAgent : nane=nyVal ue). The argli st and si gl i st messages are
expected to be comma-separated lists of arguments. The argli st parameters
must correspond to the types in the si gl i st message. In addition, each object
value being passed in the argl i st must be able to create an Obj ect from the
String value. This is similar to what the HTML adapter expects from clients.
Listing 9.9 shows the TCPAdapt er class. After examining this class, you will
add the TCP adapter to your JMXBookAgent class and write a simple test program.

package j mxbook. ch9;

import java.net.*;
i mport javax. managemnent. *;
inmport java.io.*;
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inmport java.lang.reflect.*;
inmport java.util.*;

public class TCPAdapter inplenents Runnable
{
private MBeanServer server = null;
private Socket socket = null;
private BufferedReader in = null;
private PrintWiter out = null;

public static String SHUTDOMWN = "shut down";
public static String CREATE_MBEAN = "create nbean";
public static String GET_ATTRI BUTE = "get_attribute";
public static String SET_ATTRI BUTE = "set_attribute";
public static String | NVOKE = "invoke";

public static String ARGS = "args";

publ i c TCPAdapter( Socket socket, MBeanServer server )
{

thi s. socket = socket;

this.server = server;

try

{

this.out = new PrintWiter( socket.getQutputStrean() );
this.in = new BufferedReader(

new | nput StreanReader ( socket.getlnputStrean() ) );
Systemout.println( “"TCP Adapter CREATED' );

}
catch( Exception e )
{
e.printStackTrace();
}
}
public void run()
{
try
{
Systemout.println( "TCP adapter starting..." );
String line = in.readLine();
while( !line.equal s( SHUTDOM ) ) 0 Read until
{ shutdown
if( line.equal s( CREATE_MBEAN ) )
{
try
{

createMBean( );
out.println( "SUCCESS" );
out.flush();

}

catch( Exception e )

{
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e.printStackTrace();
out.println( "ERROR " + e.get Message() );

out.flush();
}
}
else if( line.equals( GET_ATTRIBUTE ) )
{
try
{
out.println( getAttribute( ) );
out. flush();
}
catch( Exception e )
{
e.printStackTrace();
out.println( "ERROR " + e.getMessage() );
out. flush();
}
}
else if( line.equal s( SET_ATTRI BUTE ) )
{
try
{
setAttribute( );
out.println( "SUCCESS" );
out. flush();
}
catch( Exception e )
{
e.printStackTrace();
out.println( "ERROR " + e.getMessage() );
out. flush();
}
}
else if( line.equals( INVOKE ) )
{
try
{
out.println( invoke() );
out. flush();
}
catch( Exception e )
{
e.printStackTrace();
out.println( "ERROR " + e.getMessage() );
out. flush();
}
}

line = in.readLine();
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in.close();
out . close();
socket. cl ose();

}
catch( Exception e )

{

}
}

private void createMBean() throws Exception

{

e.printStackTrace();

String classname = null;
String objectName = null;
String line = in.readLine();
String arglist = null;
String siglist = null;

classnane = line;
obj ect Nanme = in.readLine();

line = in.readLine();
if( line.equals( ARGS ) ) Implement

{ ) ) ) createMBean()
arglist = in.readLine();

siglist = in.readLine();

}

String[] sig = createSignature( siglist );
bj ect[] args = createCbjectList( arglist, sig);

System out. println( "NOW CREATI NG MBEAN' );

server. creat eMBean( cl assname, new Cbj ect Nane( obj ectNane ),
args, sig);

}

private String getAttribute() throws Exception
{

String attnane = null;

String objectName = null;

String line = in.readLine();

attname = |ine;

obj ect Nane = in.readLine();

Systemout. println( "GETTI NG ATTRI BUTE " + attname
+ " FROM" + objectNane );

Obj ect obj = server.getAttribute( new Obj ect Nanme( object Nane ),
attname );
return obj.toString();
}

private void setAttribute() throws Exception
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String attNane = nul | ;
String objectNanme = null;
String line = in.readLine();
String arglist = null;
String siglist = null;

attName = |ine;

obj ect Nane = in.readLine();
line = in.readLine();
arglist = in.readLine();
siglist = in.readLine();

String[] sig = createSignature( siglist );
bj ect[] args = createpjectList( arglist, sig);

Systemout. println( "“SETTI NG ATTRI BUTE " + att Nanme
+ " FROM" + objectNane );
server.setAttri bute( new bj ect Name( obj ect Nane ),
new Attribute( attName, args[0] ) );
}

private String i nvoke() throws Exception
{

String operation = null;

String objectName = null;

String line = in.readLine();

String argli st nul | ;

String siglist = null;

operation = line;

obj ect Nanme = in.readLine();

line = in.readLine();

if( line.equals( ARGS ) ) Implement

{ _ _ _ invoke()
arglist = in.readLine();
siglist = in.readLine();

}

String[] sig = createSignature( siglist );
Obj ect[] args = createhjectList( arglist, sig);

Systemout. println( "1 NVOKI NG OPERATION " + operation
+ " FROM" + objectNane );

Obj ect result = server.invoke( new Object Name( obj ect Nanme ),
operation, args, sig );

return result.toString();

}

private String[] createSignature( String siglist )
{
if( siglist == null )
return null;
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StringTokeni zer toks = new StringTokenizer( siglist, "," );
String[] result = new String[ toks.countTokens() ];
int i =0;
whi | e( toks. hasMoreTokens() )
{
result[ i++ ] = toks.nextToken();
}
return result;
}

private Qbject[] createCbjectList( String objects,
String[] sig ) throws Exception

{
if( objects == null )
return null;

Obj ect[] results = new Cbject[ sig.length ];

StringTokeni zer toks = new StringTokeni zer( objects, "," );
int i =0;

whi | e( toks. hasMoreTokens() )

{

String object = toks. nextToken();
Class conSig[] = { Cass.forName( sig[i] ) };
bj ect[] conParams = { object };

Class ¢ = Cass.forNanme( sig[i] );
Constructor con = c.getConstructor( conSig );
results[ i ] = con.new nstance( conParans );
i ++;

}

return results;

@ Once the TCPAdapt er object has been created by the TCPSer ver MBean, it is con-
tinuously in its run() method until it reads the SHUTDOAN message from the client.
Upon receiving that message, the adapter object closes the socket and stops com-
munication.

In the run() method, the adapter reads messages from the client until it finds
one of its four available tasks (CREATE_MBEAN, GET_ATTRI BUTE, SET_ATTRI BUTE, or
I NVOKE). When it reads a valid command, it invokes the appropriate private
method to complete the task. Because the output and input streams are class
variables, they can be used in every method.

@ The creat eMBean() method allows clients to create new MBeans in the agent. If
any exceptions occur during this process, the method fails and returns an error
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to the client. When creating an MBean, clients should expect either the SUCCESS
message or an error returned.

To complete this task, the client must send the classname of the MBean, a
String value for an object name, and the arguments and signature if a construc-
tor with arguments is to be used. If arguments are sent, the method breaks them
into the needed bj ect and String arrays for the MBean server’s cr eat eMBean()
method. After acquiring all the necessary information from the client, the cre-
at eMBean() method invokes the creat eMBean() method on the MBean server to
complete the task. If no exception is thrown, the task completes.

© The invoke() method works similarly to the createMBean() method. For this
task, the adapter must gather the operation name, object name, and possible
arguments from the client in order to invoke an MBean operation. After doing
so, the i nvoke() method calls the i nvoke() method of the MBean server and
prepares the return value to be sent back to the client. The return value is put
into St ri ng form via the t oSt ri ng() method to be sent over the socket. No object
serialization is used.

Adding the adapter to the JMXBookAgent class

Before you write the test program, let’s add the code to the JMXBookAgent class
that will create TCP adapter when the agent is started. Listing 9.10 shows the
new st art TCPAdapt er () method for the agent class.

protected void start TCPAdapter ()

{
TCPServer tcp = new TCPServer();
bj ect Narme adapt er Name = nul | ;

try
{
adapt er Nane = new Obj ect Name(

" JMXBookAgent : nane=TCPAdapt er") ;
server.regi sterMBean( tcp, adapterNane);
tcp.start();

}
cat ch(Exception e)

{
}

e.printStackTrace();
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Be sure to invoke the new method from the agent’s constructor. In addition, you
will need to import the j mxbook. ch9 package. It is like all the other connectivity
methods of the agent—it creates the MBean, registers it on the MBean server,
and invokes its start () method. Use the HTML adapter (via a web browser) if you

need to change the port value of the adapter.

Testing the TCP adapter

With everything else completed, it is time to write a simple test program for the
TCP adapter (see listing 9.11). The test program is defined by the class TCPTest er,

and it performs all four tasks available to the adapter.

package j mxbook. ch9;

import java.net.*;
i mport javax. managemnent.*;
inmport java.io.*;

public class TCPTester

{

public TCPTester( String port ) throws Exception

{

Socket s
PrintWiter print

= new Socket ( "local host", Integer.parselnt( port ) );

new PrintWiter( s.getQutputStream) );

//create a Hello Wrld MBean

pri
pri
pri
pri
pri
pri
pri
pri
pri
pri
pri
pri

nt
nt

nt
nt
nt

.println(
.flush();
nt.
nt.
nt.
nt.
nt.
nt.
nt.
.flush();
.println(
.flush();

println(
flush();
println(
flush();
println(
flush();
println(

Buf f er edReader

TCPAdapt er . CREATE_MBEAN ) ;

"

"J

mxbook. ch2. Hel | oWori d" );

MXBookAgent : nane=TCPCr eat edHW ) ;

TCPAdapt er . ARGS ) ;

"This is ny greeting" );

"]

in

ava.l ang. String" );

= new Buf f er edReader (
new | nput St r eanReader (
s.getlnputStream() ) );

Systemout. println( in.readLine() );
Thr ead. sl eep(10000) ;

/lreset the greeting



pri
pri
pri
pri
pri
pri
pri
pri
pri
pri
pri
pri

nt.
nt.
.println( "Greeting" );

nt

nt.
nt.
nt.
nt.

nt

nt.
nt.
nt.
nt.
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println( TCPAdapter.SET_ATTRI BUTE );
flush();

flush();

println( "JMXBookAgent: nane=TCPCr eat edHW );
flush();

println( TCPAdapter.ARGS );

.flush();

printIn( "This is ny greeting after being changed" );
flush();

println( "java.lang. String" );

flush();

Thr ead. sl eep(10000) ;

/1 get the greeting

pri
pri
pri
pri
pri
pri

nt.
nt.
nt.
nt.
nt.
nt.

println( TCPAdapter.GET_ATTRI BUTE );
flush();

printin( "Geeting" );

flush();

println( "JMXBookAgent: nane=TCPCr eat edHW );
flush();

Systemout. println( in.readLine() );

//invoke printGeeting

pri
pri
pri
pri
pri
pri
pri
pri

nt.
nt.
nt.
nt.
nt.
nt.
nt.
nt.

println( TCPAdapter.|NVCKE );

flush();

println( "printGeeting" );

flush();

println( "JMXBookAgent: nane=TCPCr eat edHW );
flush();

println( TCPAdapter. SHUTDOMW ) ;

flush();

Systemout.println( in.readLine() );

}

public static void main(String args[]) throws Exception

{

TCPTester t = new TCPTester( args[0] );

}
}
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The output on the agent and from the test program should tell you everything
you need to know. In addition, you can check out the HTML adapter view to see
the results of running the test program.
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9.6 Summary

Previous chapters made it clear how JMX uses protocol adapters and connectors
to provide connectivity to JMX agents through all manner of technologies and
protocols. This chapter covered the RMI connector more thoroughly, discussed
SNMP, and showed you how to write a Jini connector and a TCP adapter.

The RMI connector is contributed to developers in Sun Microsystems’ JMX
Reference Implementation. It lets you connect to remote JMX agents using Java
RMI. In addition, it provides excellent handling of remote notification delivery
and heartbeat functionality.

The Jini connector you wrote took the RMI connector one step further by
allowing you to connect to a JMX agent using the Jini network technology. The
connector still operates over Java RMI, but clients do not have to know the
address of a potential JMX agent. Using the Jini discovery mechanism, you were
able to provide an agent discovery capability to remote clients.

Finally, you created a TCP adapter to provide access to JMX agents from non-
Java clients. Even though the TCP adapter is limited by its inability to translate
complex objects to simple commands, it does provide the core functionality of a
JMX agent to TCP clients. In fact, the TCP adapter is much like the HTML adapter.

Chapter 9 not only provided you with the examples for agent connectivity,
it also showed you some guidelines for writing your own custom classes in order
to provide connectivity for other technologies or protocols that you have in
your environment.

Agent services provide important functionality to every JMX agent. Chapter 10
covers the first of four agent services that are present in every JMX-compliant
agent: the M-let service, which is used to load MBeans from remote locations
outside an agent’s codebase.



