








Figure 1.4 Designing the Security Demo app

You'll need to open the source for your form and add this using declaration to get access to

the Facebook classes you'll need:
using Facebook.Components;

This is a reference to the core namespace containing the classes and utilities provided by the
.Net Facebook client. This namespace is included in Facebook.dll, part of the client download.
You’'ll need to add a reference to that as well.

Next you'll need an instance of FacebookService to handle the heavy lifting for you.
Make it global so that you can access it from the various methods that you’ll be creating,
something like the code in listing 1.1.

Listing 1.1 Start for Chapter02 desktop example
namespace Chapter02
public partial class SecurityLogin : Form
{

private FacebookService service = null;

public SecurityLogin()
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InitializeComponent();

}
}

Before you can use it you need to instantiate that FacebookService instance, of course,
which can be done in the Form_Load method. For this example we called the form
SecuritylLogin, as listing 1.2:

Listing 1.2 Form initialization

private void SecuritylLogin_Load(object sender, EventArgs e)

{
}

That's simple enough, what with the complete lack of parameters. Naturally, though, you’ll
need to actually need to populate the thing with your APl and secret keys before you can
start making any calls. That's what happens when the button labeled “Login” is clicked, as

service = new FacebookService();

shown in listing 1.3:

Listing 1.3 Clicking the login button

private void buttonl_Click(object sender, EventArgs e)

{
service.ApplicationKey = textBoxAPIKey.Text; #1

service.Secret = textBoxSecretKey.Text; #2
try
{

service.ConnectToFacebook(); #3
labelLoggedIn.Text = "True, Hello World!";

}

catch (Facebook.Exceptions.FacebookException fhe)
{ labellLoggedIn.Text = fbe.Message; } #4

}

#1 Here the API key from the Ul is applied to the service .
#2 Here the secret key is plugged in.
#3 The heavy lifting is applied here.
#4 A little minimalist error handling.

That's really all there is to it. You might think you need to somehow handle receiving the
user’s username and password and providing that to Facebook, but actually the login process
is still handled through the Facebook webpage. Even if you're running a desktop application,
the user must be directed to log in through the site, something that's handled automatically
through that ConnectToFacebook call above, which we’ll see in action in just a moment.

The last thing of course is giving the user the option to log off, which is just as easy as
logging them in as in listing 1.4:

Listing 1.4 Clicking the logoff button

private void button2_Click(object sender, EventArgs e)

{
service.LogOff();

labellLoggedIn.Text = "Not Logged In";
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}
The running app looks like figure 1.5:

% Security Demo

AP Keyp | |

Secret Key | |

Statuz: Mot Logged In

Figure 1.5 The running application

Simple, as you can see. But, populate the two keys and click “Login” and a lightweight
browser instance is brought up automatically showing something like figure 1.6:
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Figure 1.6. The Facebook login page for a desktop app

Once the user logs in and authorizes the application, the browser window closes itself and
the user is directed back to your application, as shown in figure 1.7.
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Figure 1.7 The final app

1.4.2 Authentication for web-based apps

Just like on the desktop with the .Net C# API used above, things are much, much simpler
when writing web apps using the PHP client provided by Facebook than when making direct
API calls. However there’s a major catch here: almost zero documentation. So, we’ll help you
through the high points with an application that logs the user in then displays a quick
welcome, indicating that authentication was successful.

Start by installing the PHP client somewhere on your web server, by simply extracting
the PHP client to a directory of your choosing, typically called “client”. From there create a
separate dir to hold your test application and start coding, starting with an include
referencing “facebook.php” in the client dir you created above. That file includes the
functionality you’ll need to sign a user in.

The code in listing 1.5 will do just that:

Listing 1.5 A simple example using the PHP APl wrapper

<?php
include_once "../client/facebook.php®; #1

$api_key = "123ABC~;
$secret_key = "789XYZ";

$facebook = new Facebook($api_key, $secret_key);
$facebook->require_frame();

$user = $facebook->require_login(Q);

?>

<div style="padding: 10px;">

<h2>
Hello <fb:name firstnameonly="true" uid="<?=%user?>" useyou="false"/>!

</h2>
<br/>

</div>

#1 This include provides access to all that the PHP library has to offer.

Yes, that's really all there is to it, but there are some details we should go over with the

individual lines here. Let’s start with the instantiation of the Facebook instance:
$facebook = new Facebook($api_key, $secret_key);

This is what you will use to access the functionality provided by Facebook. We’re not doing

much with it here, except for specifying some options for the way this little app will behave.
$facebook->require_frame();

The above line is the equivalent of passing the canvas flag to the login.php page. As

described above, this forces the application to be displayed within the Facebook canvas.
$user = $facebook->require_login(Q);

This line of code simply indicates that the user has to be actively logged in to use this code,
meaning this app can’'t run as part of some autonomous background process. It doesn’t,
however, require them to explicitly login again if they already have the Facebook page open.
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Additionally, the require_login() call gets us the instance of a user that we can use
to figure out who is logged in. The details of just what you can do with that user from here
are covered in subsequent chapters. For now, since our primary focus is just getting
authenticated, all we’ll do is use a little bit of FBML to display the first name of the user, with

the following:
<fb:name Ffirstnameonly=""true" uid="<?=$user?>" useyou="false"/>

And that'’s it. Running the above code gets you a resulting page something like figure 1.8:

Profile edit Friends '+ Inbox ¥ home account  privacy  logout
Hello Tim!
Page built by Unlocking the 8PT Advertisers Businesses Developers  About Facebook  Terms  Privacy  Help

Web Chapter 02

Figure 1.8 The resulting display from the sample web authentication example app

You may have noticed that in this app, unlike the desktop app above, we didn’'t provide code
to enable the user to explicitly log the user out. There are two reasons for that. The first is
that, again, the PHP library doesn’t directly support that functionality; there’s no easy
logoff() function that can be called to kill the user’s session. That's probably because if
you're running your app within the confines of the Facebook menus (as most do) there’s a
logout button already provided for you right there at the top, as you can see in figure 1.8
above.

Secondly, though, and more importantly, individual apps running within the canvas
shouldn’t really take control of the user’s session in that way. A user running your app inside
of Facebook would intuitively expect it to simply inherit the behaviors of the Facebook page
itself. In other words: if they want to log out they should be directed to click Facebook’s
“logout” button at the top, not yours.

But, if you're really inclined to explicitly log the user out from within your application,
you can just redirect the user to this URL: http://www.facebook.com/logout.php?confirm=1.

1.5 Summary

Now you know the basics of creating an app in Facebook. Starting with a good name and an
appropriate configuration for your application is vitally important, and properly
authenticating your users through the Facebook site is of course a necessity if you want your
application to do anything.

What exactly anything entails is, of course, entirely up to you, but once your user is
logged in and your app is up and running all that’s holding you back now is your own
creativity.
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In the next chapter, we’ll explore the contents of a person’s profile. Facebook is made
up of profiles, millions of them, and knowing how to retrieve and process the information
they contain is vital for nearly every Facebook app.
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